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REPORT OF POSSIBLE IOB VIOLATION 


( £ ) Synopsis^ E 
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EC to report a possible TOR viol at inn 
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b7.A 
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(S) 


Details: A potential IOB violation occurred during 

i n vest iaation off 




bl 

b6 

b7C 

b7A 


(S) 


On 9/9/2005, a National Security Letter (NSL) 
was prepared by writer to obtain subscriber information for bl 


(U) >3 Results in compliance 


NSL were received on 10/11/2005 by 
documented in an EC dated 10/12/20Chrr 


with t he aforementioned 


SSUl Unit and 
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Re: (U) 278-HQ-C122973V\,MG,‘ 12/16/2005 
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(U) 



original NSL 
transposed . 


On 12/15/2005, it was discovered that cn the 
ated 9/9/2005, the n umber was inadvertently 
Subscriber information was reanegherl f>,*- 
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P&3 On 12/15/2005, 
contacted and advised of the 
writer to prepare a report of 


CDC 


error. CDtr| 

1 requestea 


was 


possible I0B viola 


non . 


(U) 

reference 


The results of 
to the results of t 


permanently charmed out of the 


Xl 


will await guidance from inspection 


Division reg arding removal of subscriber information f 
land ACS. 


rora 


the NSL and any serials with 
• he NSL can be destroyed or 

original file as they are not 
neeaed for, or related to, the current investiaation . 
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To: Inspection From: 

Re: (U) 2 7 8-HQ-C122 97 3 6-VIO, 12/16/2005 


LEAD ( s ) : 

Set Lead 1 : (Info) 


ALL RECEIVING OFFICES 

(U) For information only. 
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Contact: | f 
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ALL INF0PI1ATI0K CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
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Title: jpSO INTELLIGENCE OVERSIGHT BOARD MATTER 2006- 

Synopsis: it is the opinion of the Office of the General 

Counsel ("OGC”) that this matter must be reported to the 
Intelligence Oversight Board ("IOB"). OGC will prepare a cover 
letter and a letter head memorandum to report this matter to the 
IOB. Our analysis follows. 
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FromT Of f ice of the General Counsel 
Re; 278-HQ-C1229736-VIO, 3/8/2006 


(S) 


(S) 


(U) 

Details: By electronic communication (EC) dated 12/19/2005, b2 

|Division requested OGC review of a possible I0B error in b7E 


conjunction with an ongoing counterintelligence investigation. 
The following facts are derived from this EC. 


(U! 


tSC On 9/9/2005, FBI 


prepared a Mar i onai r w 


Letter (NSL) to obtain subscriber information fo: 


12/15/2005, FBI 
original NSL dated 9/9/2005 inadvertently 
for the wrong telephone number ,| 


discovered that the 

eauested information 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively} report to the I0B all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the IOB was known as the President's 
Intelligence Oversight Board. 
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bl 

b6 

b7C 

b7A 


(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's foreign counterintelligence 
guidelines or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of a U.S. person. Violations of provisions 
that are essentially administrative in nature need not be 
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To ' L- 

From : 
Re : 




ET 


oTT ice of the General Counsel 
278-HQ-C1. 229736 -V 10, 3/8/2006 


reported to the I0B. The FBI is required, however, to maintain 
records of such administrative violations so that the Counsel to 
the I0B may review them upon request. 

(TJ) TmT In this ca se, this matter must be reported to the IOB 
because FBl l 1 requested information on a number that had no 

relevance to an ongoing investigation as required by statute. 

This error was compounded by the fact that the results from this 
NSL were documented in an EC and subsequently entered into the 
FBI's Telephone Applications database. 

(U) Based upon these facts, in accordance with the NSIG and 
the terms implementing the reporting requirements of Section 2.4 
of E0 12863, it is our opinion that this error must be reported 
to the IOB. 



3 


NSL VIO-584 


tr tr 







ET 


T °:| l 

From: Office of the General Counsel 

Re: 278-HQ-C1229736-VIO, 3/8/2006 


V- o 

b7E 


Lead ( s ) : 

Set Lead 1: 


b2 

b'/E 


(U) Implement procedures to ensure the accuracy of 
information contai ned in NSL requests. Sequester all information 
from this NSL with Thief Division Counsel, and purge all 

information from FBI databases. NSI,B will provide further 
guidance to the CDC regarding the sequestered information. 


Set Lead 2: 


COUNTERINTELLIGENCE 


AT WASHINGTON. DC 


(U) 


Coordinate with 


Division to ensure that 


appropriate procedures are in place to ensure the accuracy of 
information contained in NSL requests and that the information is 
properly sequestered and purged. 
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1 - Ms. Thomas 

1 - 
1 - 

1 - NS LB Library 
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March 8, 2006 


Mr. Stephen Friedman 

Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

This letter forwards for your information a self-explanatory 
enclo sure entitled "Intelligence Oversight Board (10B), Matter 
2 00 6- 1 ] " (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 


Enclosure 

1 - 278-HQ-C1229736-VIO - 


UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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Should you cr any member of your staff require additiona 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 


Very truly yours. 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 

Attorney General 

U.S. Department of Justice 

Room 5111 

2 - Mr. James A. Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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103 MATTER 2006^ 
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MATTER 
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(U) 


(S) 


Division of the Federal Bureau of Investigation has 


S&C The I 

reported a possible violation in conjunction with an ongoing 
counterintellige nce inves tigation . By electronic communication (EC) 


dated 12/19/2005 
of this possible 
EC . 


TCTT 


error . 


[requested FBI Office of General Counsel review 
The following facts are derived from this 


(S) 


<S) 
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2&C On 9/9/2005, FBI | 

(NfiTh to obtain enhscyi her information 


brepare d a National Security Le tter 


f cr| 
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On 12/15/2005, FBI 
d 9/9/2005 ina 
telephone number./ " 


[ discovered that the original NSL 
dated 9/9/2005 in advertently requested information for thp wrnnn 


_r 


(U) T 17 this case, this matter must be reported to the IOB because 


FBI 


b7E 


^requested information on a number that had no relevance to an 
ongoing investigation as required by statute. This error was compounded 
by the fact that the results from this NSL were documented in an EC and 
subsequently entered into the FBI's Telephone Applications database. 

(U) Based upon these facts, in accordance with the NSIG and the 
terms implementing the 

reporting requirements of Section 2.4 of EO 12863, it is our opinion 
that this error must be reported to the IOB. 
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To: General Counsel Attn: NSLB 


From: 


Inspection 

Internal 

Contact : 


Inv est, iaat.i nns 
CRS 
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IPU, Room 11 866 

Ext. | J 


Approved By: 

Drafted By: 
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Case ID # : 
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CLASSIFIED BY 65170 dahAsr/gcl 
REAS OB: 1.4 i<4. 

DECLASSIFY OH: 06-12-7:032 

(Pending) 
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Title: (U) 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRA CKING# 1802 
OGC/IOB# 2006 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB ) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


(U) 


(XI 


Reference: (U) 

(S) 

(U) 


Dgrdrv«d_Frpjn — r G - 3 

Dgciers^TfyTJiri- — XI 

278-HO-C1229736-VIO Sen 


ALL IKF0PIIATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHCUH OTHERWISE 

ial 1115 


27J5-HQ-Q1229736-VIO Serial 1257 


bl 

b2 


b7E 


b7A 


Details: (U) The Internal Investigations Section (IIS) received 

an EC from | i Division dated 12/19/2005, reporting a possible . ^ 

IOB error. Based upon a review of the referenced EC it is the DZ 

IIS's opinion the incident described therein is indicative of a b7 

performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 


♦ ♦ 
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Date: 05/01/2006 

Attn: SAC {Personal Attention) 


From: Inspection 


Approved By: 
Drafted By: 

' Case ID #: 


Internal 

Investigations Section. 

IPU, Room : 

Contact : 

CRS 


| Ext • | | 


b2 

b7E 
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(U) 263-HQ-O-U - 441 (Pending) 


Title: (U) 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 1802 
OGC/IOB# 2 006 ( 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X Derdlved^xoBr^T^^G^3 

Deolra^siffyOnT — -XI 


Enclosure (s) : (U) 278-HQ-C1229736-VI0 Serial 1115 


Reference: (U) 278-HQ-C1229736-VIO Serial 1115 

2 78 -HQ- Cl 22 9 73 6 - VIO Serial 1257 

Details: (U) Upon review of | l oivision’s captioned report 

of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


b2 

b7E 


(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦♦ 
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U.S. Departmei if Justice 

Office of the Inspector General 



AM, FBI IMFORHATION CONTAINED 

DATE: November 22, 2006 herein is iwol'assiFIEI» 

DATE 05-23-2QQ7 8'f 65X79 ■imk/kst/ijci 

TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: OIG Complaint No. 2007001069 

Subject: Unidentified 

iDivision . “ „ 

r O ! E 


FBI No. 263-HQ-0-U-441 


We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or w itnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 
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OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NC . : 

■ 

11 t 1 

689-2007- 001069-M 

Received By: 


Date Received: 04/20/2006 How Received: A 


SUBJECT : Unidentified, 
Title: UN ID 
Component : FBI 
Ml SC : 

Home : 

Phone : 

Work : 

Phone : 


FBI 


b6 


^’ay Plan: 
EOD Date : 


ZIP: 

ZIP: 


SSNO 
D.O.B. 
Alien No. 
F . B . I . No . 
B . C . P . No . 
D/L No. 
Offenses 


66 9 


COMPLAINANT: | 

Title: ATTY 
Component: FBI 

Ml SC : 

Home : I 

Phone : ( ) 

Work: , , 

P.none : {_ 


Pay Plan: 
EOD Date: 


Coni idential : 


ZIP: 

ZIP: 

Revealed: 


SSNO 
D.O.B. 
A1 len No . 
F. B . I . No . 
B . 0 . P . No . 
D/L No. 


Authority: none 
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b7C 
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Detail s : 

The FBI provided information regarding a potential IOB matter. 
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-i u 7 p I 

JDivision prepared a National Security Letter (NSL) to obtain ' J J| 

subscriber mtormation. On 12/15/05, it was discovered that the NSL inadvertently requested 
information for the wrong telephone number. 


On 9/9/05, FBI 


ALLEGATIONS: [ 

| IOB Violation 
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Occurrence Dat 

:e . U9/0S/2QQ5 

TIME: 


CITY : | 


State : | | 

Zip : 

b7E 


DISPOSITION DATA: Disposition: M 


Date: 04/20/2006 


Approval: POWELL, GLENN G 

Referred to Agency; FBI Date Sent: 11/21/2006 Component: FBI 

Patriot Act: n Civil Rj.qhts: n Component Number: 

Sensitive: N Whistleblower: n Consolidated Case Number: 


Remarks : 

lx/21/06: Predicating material contains classified information which will be stored in a 
secure container at OIG/INV/HQ. (stp) 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 


DATE 06-12-2007 


BY 6 5 1 7S •lmli/Esr/gcl 
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REPORT OF POSSIBLE IOB VIOLATION 


bl 
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Synopsis: E C to report a nnasihle TOP violation committed b’/C 


by writer fn 
(U) PC 


(IT) 
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ALL UIFOBllATIOM C DETAINED 
HEKEIH 15 UNCLASSIFIED EXCEPT 
"JHEPE SHOWN OTHERWISE 


Administrative: The following information is FISA-derived 

and singular in nature. No dissemination is to be made outside 
of the FBI of any information provided by the source without 
close coordina tion with the | | division. 
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hi 
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To: Inspection From: 

Re: (U) 278-HQ-C12297 


b2 

b7E 



LEAD (s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For information only. 

♦♦ 
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To : 


Attn: SAC, CDC 


From: General Counsel 

National Security Affairs/Room 7947 
Contact: Julie F. Thomas 
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CLASSIFIED BY 65179 dffil'i/ksr/yci 
REASON: 1.4 ici 
DECLASSIFY OH: 05-29-2032 


Approved By: 
Drafted By : 


Thomas iTn 1 i p F 
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Case ID # : 

CJ) 

27 8 -HQ 


(S) 


Title: ' LT) ^f 

POS 

SIBLE li 

2006-j ! 


! -5 l 


b 1 
b2 
b7E 
b7A 


!U) 
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Synopsis : It is the opinion of the Office of the General 

Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB . A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 


(U) 



Ail INFORMATION CGBTAIHED 
HEREIN IS OTCLASSTFIED EXCEPT 
WHERE SHOWS! OTHERWISE 


bl 








dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and the 
IOB, this language has been interpreted to mandate the reporting 

S^S^ET 
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I | From: General Counsel 

27 8 - HQ- C 12 29736 -VI 0, 3/07/06 


(S) 


of any violation of a provision of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG) , or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 

or in part to ensure the protection of the individual rights 
S. persons 


full 
of U 






(U) 

Th^ M Q T C_ nrou 


<- n -» *■ 


icluding the 
. " Section 


techniques listed m Part V ot these Guidelines. . 

II. D. 3. These techniques include the issuance of National 
Security Letters. NSIG , Section V.12. 


bl 



violation of the NSIG or any other guidelines or regulations 
approved by the Attorney General in accord with E.O. 12333. 


bl 

b6 

b7C 

b7D 

b7A 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that there was no error committed and 
thus nothing should be reported to the I0B in this matter. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 


Set Lead 1: (Info) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 04/27/2006 


To: General Counsel 


Attn: NSLB 


From: 


Inspection 

Internal 

Contact : 


Inv estigations Section^ 
CRS I 


IPU, Room 11 865 

Ext . | ~| 


Approved By : 
Drafted By: 
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DATE CiS- 29-200? BY 65179 dnh/fcs'r/gcl 

( Pending) 
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Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 1806 
OGC/IOB# 2006-1 I 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278 -HQ-C1229736-VIO Serial 1157 

2 7 8 -HQ -C122 9736-VIO Serial 1231 

Details: LLU Ube Internal Investigations Section (IIS) received b2 

an EC from | [Division dated 02/02/2006, reporting a possible ^7 

IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 
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Date: 05/01/2006 


To: 


Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inv estigations Section IPU. Room 11 865 

Contact: CRS | | Ext . | 


Approved By: 
Drafted By: 
V Case ID # : 



(U) 263-HQ-O-U - 442 


t'EtLA-SSIFIED BY 65179 ctBil/kscy gci 
OH 95-25-2007 


(Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 1806 
OGC/IOB# 2006-] | b2 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


(U) SX 



Enclosure ( s) : 


(U) 2 78 -HQ- C 122 9 73 6- VI O Serial 1157 


Reference : 


(U) 278 -HQ-C122 973 6 - VIO Serial 1157 

2 78 -HQ-C1 22 973 6 - VIO Serial 1231 


Details: (U) Upon review of 


Division's captioned report 


b2 

b7E 


of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
( 3 1 9X-HQ- A14 8772 0 serial 6) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 



NSL VIO-601 


O' O' O' o 





U.S. Departmei f Justice 



Office of the Inspector Genera! 


O' 


DATE: November 22, 2006 


TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: 


OIG Complaint No. 2007001072 
Subject: Unide ntified 
Division 

FBI No. 26J-HQ-0-U-442 


H 9 

b7E 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance w ith your agency’s policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIC Report/Refcrral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Rcport/Referral or to the identities of complainants or witnesses, and that, in ail 
c ases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the W histleblower Protection Act. 


Attachment 


AIL FBI IIJF0BHATI0M CONTAINED 

HsrRSL VK^6&2 : ' :HiriED 

MTE 05-29-2007 BY 65179 dudi/kst/ gel 




INVESTIGATIONS DIVISION 


Complaint Form 


OIG NO . : 


689-2007-0010 7 2-M 


eceived By:J 


b 6 Date Received: 


04/20/2006 


How Received: 


UBJECT: Unidentitied, FBI 
itie: UNID 
omponent : FBI 


Pay Plan: 
EOD Date: 


SSNO 
D.O.B. 
Alien No. 
F . B . I . No . 
B.O.P.NO. 
D/L No. 
Offenses 


COMPLAINANT : Thomas, Julie F 
['itie : EXECG 
Component : FBI 
lisc: 

Tome : I 
Phone : U - 


Phone : I 

Coni idential 


Pay Plan: 
EOD Date: 



ZIP: 

Revealed: 


SSNO 
D.O.B. 
Alien No. 
F . B . I . No . 
B.O.P.NO. 
D/L No. 


Authority.- none 



Details : 


i 

(S)The provided information regarding a potential IOB matter. 


ALLEGATIONS; 689 .IOB Violation 
Occurrence Date: 02/02/2006 


TIME: 


DISPOSITION DATA: Disposition: M 

Referred to Agency: FBI I 


1 Date: 04/20/2006 Approval: POWELL, GLENN G 

Date Sent: 11/21/2006 Component: FBI 


Patriot Act: N 


Sensitive: N 


Civil Riohts: n 
W histleblower: N 


Component Number: 263-HQ-0-U-442 
Consolidated Case Number: 


Remarks : 

11/21/06: Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 


DATE: 06-13-200? 

FBI INFO. 

CLASSIFIED BY 55179 dtoh/ksr/ctcl 
I® ASCII: 1.4 (ci 
DECLASSIFY 01: 05-13-2021 


NSL VIO-603 


Paae 1 of ! 


Pr inted 


1/22/2006 


11:09:22 


O" ty (7 





(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence: ROUTINE 


Date: 10/26/2005 


To: Counterintelligence 

General Counsel 
INSD 


Attn : 
Attn : 
Attn : 


CD-4D, SSA 

NSLB 

IIS 


From: £ 


Squad 23 

Contact : 


SA 


b2 

b'7E 

t _ N {- 

-U 0 

b7C 


Approved By: 


Drafted By: 


DATE: 05-25-2007 

CLASSIFIED BY 6.5179 djfih/ksr/gcl 

REASON: 1.4 (c) 

DECLASSIFY ON: 05-29-2032 


Case ID #: (S) 

(U) 


rmy 


a i a- HQ -l: 1229 7 36 ( Pending ) 


bl 

b2 


i7E 


(U) 


Title: 


(S) 


ALL INFOREATIOfl CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 


D il- 


- farts , that could conceivably 
Division sent an NSL 


Synopsis : To advise FBIH Q. n£ 

be reportable to the IOB. The| 

requesting records for an email addx'ess believed to be the 
subject's work email address, however the company returned the 
records of the internet domain accou nt of the subject's employer, 
not the subject's email. | is forwarding the facts 

surrounding this incident to 
a reportable IOB violation. 


A 
bl 
b2 
b7E 
b7A 

b2 
b 7 E 


FBIHQ to determine whether there is 


(0) 




IS)- 


Decias sdTjAbn: ^7l 0/ 2Ab2-Q4Nl 


(U) 


(S) 


tU) 




Enclosure (s) : 

Letter cover 


(S) 

A copy of the original National Security 
C; a copy of the National Security Letter; .and 



rnov nf ch e EC documenting the collection of records fronf 
md submission of results to the file. 


Details: On February 11, 2005, SA 

National Security Letts* (NSL) be draf ted'Torl 


Ja x>. o^jiojou 


t * ./ ; 


rpmiPVpH a 


SI^ET 


(S) 


bl 

b7D 


DP 

b7C 
bl 
b7 D 


b6 

b7C 




!:' r 


NSL VIO-604 















Countenntel 










envelope. This sealed envelope will be placed into the file 
pending further instructions. 



NSL VIO-606 





TO : rVmnt-^-ri nfpl 1 i npoca 

Re: (S) 






10 / 26/2005 


bl 


LEAD (s) : 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U1 M Read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U! >31 Read and Clear. 

Set Lead 3: (Info) 

IIS 

AT INSD 

(U) Read and clear . 


♦ ♦ 


S^RET 

4 


NSL VIO-607 


tr o" tr 





(01/26/1 y^8) 


S^&RET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 3/24/06 


To: Director's Office 


inspect ion 


Attn : 


Attn: CDC 


From: General Counsel 

National Security Affairs/Room 7947 
Contact: Julie F. Thomas 


Approved By: Thomas Julie F 


Drafted By: 


DATE : 05-29-2007 

CLASSIFIED BY 65179 dffiit/ksn/crci 

REASON; 1.4 fc) 

DECLASSIFY ON: 05-29-2032 


Case ID X) 


Title: (U) 


fcwE 

b~ A 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2 0 0 6 -] ] b2 


Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office ct Professional Responsibility 
(OPR) . OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 


Derivi 

Beds 


T G-3 


ssify OnT 


ALL INFORMATION CONTAINED 
RERE IN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 


Reference: 278-HQ-C1229736 Serial 2526 

DetailJ?^ As noted in the electronic communication (EC), this 

matter has Arisen as a result of a National Security Letter (NSL) 

issued byP in a full field counterintelligence 

inves t igat ion . 

b6 


DATE. 


0IG/D0J REVlEVIfc— — 
FBI INVESTIGATE^- ^ 
OlO/DOO »WeSTlGATlOH;. 


NSL VIO-608 






3E& 


‘RET 


To: 
Re : 


(U) 


From: General Counsel 

2 7 8- HQ -C1229736-VIO, 3/24/2006 


LSI. 

— 

(S) 



(S) 


f Udop. 

review, it was discovered that the documents nrnvided no 


information fori 







< u > £&( The matter was referred to the CDC, who advised 

that it should be directed to EBIHQ, and that the documents in 
question should be sealed. 


bl 

b2 

b7E 

b6 

b7C 

b7A 


bl 

b2 

b/7E 

b7A 


'r\ ) 



b7E 


(UJ 


placed in 


On October 26, 2006, 
the file pending further 


the documents were 
instruct ions . 


sealed and 


;s) As required by Executive Order (E.O.) 12863 and 


Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM) , OGC was tasked 
production by 
subject but pertaining" 


To 


must be reported to the I0B. 


to determine whether the erroneous 
of records un related to the 

is a matter which 


:t 


bl 

b7D 



2 


NSL VIO-609 







To: From: General Counsel 

Re: 278 - HQ -Cl 2 2 97 3 6 -VTO , 3/24/2006 

(U) 

^ /X Section 2.4 of E.O. 22863, dated 9/13/1993. 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directi ve." Tn fljis instance, the erroneous production by 

of records unrel ated to the subject, but 
1 was done without the 

accordance with 
must be 


pertaining to Q 


b2 

b7E 


authorization required by law. Consequently, in 
E.O. 12863 and Section 2-56 of the NFIPM , the error 
reported to the IOB, which this Office will do. 



3 


NSL VIO-610 


tr tr 





To: From: General Counsel 

Re: Wf 2 78 - HQ - Cl 22 97 36 -VI 0, 3/24/2006 

(U) X X 


Set Lead 1 : (Action) 


(S) 

Set Lead 2: 


AT 







(Discretionary) 


INSPECTION 


AT WASHINGTON, D.C. 

(U) For appropriate action. 


1 

1 

1 


- Ms . Thomas 


- .LOB LiSfSfV 1 


♦ ♦ 


b6 

b'7C 



4 


NSL VIO-611 


rr cr tr tr tr 







I'ECLASSTFTET; BY 65.179 cumlksc/gci 
OK 05-29-2007 


BY COURIER 


Mr. Stephen Friedman 
Chairman 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 


This letter 
explanatory enclosure 
(IOB) Matter, IOB 2006 


forwards 
entit led. 
(U) 


for your information a self- 
" Intelligence Oversight Board 


hV 


The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 


Enclosure 


1 - 278-HQ-C1229736-VIO - ! i U 


UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 


Derived 1 - Mni 

Decla^ s^£r-~PTrr March 22 . 2 UJ 1 - — 



NSL VIO-612 



Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


I - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 

Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 




- 2 - 


NSL VIO-613 




<u> 


INTELLIG ENCE OVERSIG HT BOARD (IOB) MATTER 

J FIEL D OFFI CE 

zts) (SI 


IOB MATTER 2006] 


b2 

I L-J 


The 


Field Office of the Federal Bureau 
of Investigation has reported an error in c om i; net i on wit h a 


<s> 


lu a ‘ i < m 1 j-j i — i r l r. 

y Letter (nsl; 
pursuant to tt 

.e non, cn.a no 

i 






(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 


So 7 D 

b2 

b7E 



SECRET 



NSL VIO-614 







(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 05/11/2006 

To: General Counsel Attn: NSLB 


From: Inspection 

Internal Inv estigations Section. IPU, _ Room 1 1865 

Contact: CRS| \ Ext. 

Approved By: 

Drafted By: 



Case ID #: 
Title: (U) 


(U) 2 78 -HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KJNGft 211ft 
OGC/IOB# 2006- 


b6 

b7C 

b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736 Serial 2526 

2 7 8 - HQ-C122 973 6 - VIO Serial 1315 


Details: (U) The Internal Investigations Section (IIS) received 

an EC from Baltimore Division dated 10/26/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate . 


♦♦ 


NSL VIO-615 





(Rev. 01-31-2003) 




SECRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 05/11/2006 


To : 


Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inv estigations Section, IPU, Room 11865 

Contact: CRS I ~1 Ext. | | 


Approved By: 
Drafted By: 


liikl 


/ Case 


ID # : 


(U) 2 63 -HQ - 0 - U-*Ko( Pending ) 


Title: (U) 


INTELLIGENCE OVERSIGH 1 
INSD/IIS TRAC KING# 2: . 
OGC/IOB# 2006 | 


i 

18 


BOARD 

b2 


MATTER 


b2 

b7E 

bb 

b7C 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


(U) 


Enclosure ( s ) : (S) 

<U) 



2 7 8 - HQ -C1229736 Serial 2526 


Reference : 


<S) 

(U) 

(U) 

(s) 




278- HQ -01229736 Serial 2526 

?7S-Hn-C1 9?Q77fi-VTO 171 5 




bl 

t>2 

b7E 

b7A 


Details: (U) Upon review of I 1 Division ' s captioned 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


b2 

b7E 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 


♦♦ 


SE/J^ET 


NSL VIO-616 






U.S. Departme, ox Justice 



Office of the Inspector General 


Washington. D C. 20530 


DATE: November 15, 2006 


TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 



FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


All. FBI TWFniWATIQH C0HTAIBE& 

!1EP£I£ 13 0BCU3SIFIE5 

DATE 05-29-2007 BY 65175 digii/Ast/gcl 


SUBJECT: OIG Complaint No. 2006008196 

Subject: U nidentified 

I i Division b2 

FBI No. 263-0- U -450 b7E 



We consider this a management matter. The information is being provided to you 
lor whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have heen redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a lear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please he advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases , complainants and witnesses arc entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 


NSL VIO-617 




b2 

b7E 


Ail FBI IKF0PHATI011 CONTAINED 
HEREIN IS UKCI&SSIFIEI* 

RATE 05-12-2007 BY 5S17S dj^/lcsr/gcl 


OIC- 


INVESTIGATIONS DIVISION 


Received Bv 


Complaint Form 

"b6 

_b7 C* 


OIG NO . : 


□ 


689-2006 -008196-M 


Date Received: 05/11/2006 


How Received: 


SUBJECT: Unidentified, FBI 

Title: UN ID Pay Plan: 

Component: FBI EOD Date: 

Misc : 

Home : 

Phone : ZIP : 

Work : 

Phone: ZIP: 


SSNO : 
D.O.B. : 
Alien No . : 

F . B . I . No . : 

B . O . P . No . : 

D./L NO. : 
Offenses : 6 8 9 


COMPLAINANT: Thomas, Julie F. 


SSNO 


Title: ATTY 

Pay Plan: 

D.O.B. 


Component : FBI 

EOD Date: 

Alien No . 


Misc : 


F . B . I . No . 


Home ; 


B . 0 . P . No . 


Phone ; 

Work: General Counsel, 

ZIP: 

D/L No. 


Phone : 

ZIP : 



Confidential : 

Revealed : 

Authority : 

none 


Details : 

The FBI provided information reporting a possible IOB matter regarding the interception of 
unauthorized information. As a consequence of an error on the part of a communications 
carrier, the FBI unintentionally obtained unauthorized information. 


ALLEGATIONS: 689 

Occurrence Date: C 

IOB Violation 
2/16/2005 

TIME 

State 


b2 

*"7 IT 1 

KJ ( .L...J 

Zip : 


CITY 



o 

DISPOSITION BATA: 

Disposition : 

M Date: 

04/27/2006 

Approval : 

POWELL, 

GLENN G 









Referred to Agency: FBI 

Date Sent: 

11/15/2006 

Component : 

FBI 


Patriot Act: n 

Civil R.iqhts 

N 

Component Number: 



Sensitive: N 

Whistleblower 

: N 

Consol idated 

Case Number: 




Remarks : 

11/15/06- Sent to Kai ser/FBT/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. 


NSL VIO-618 


tsAcce* ? nf r 


Printed n/15/2006 


2:08: 56 







(Rov ,1-31-2003) 


SEtj^JT 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

y 

To: Inspection 

General Counsel 


Date: 03/27/2006 


From : 


Chief Div l s 1 or 

Contact: f 


Approved By: 


Drafted By: ^ 

Case ID # : (S) 

(U) ^ 


Attn: US 

Attn: NS LB 


| b2 

A PATE: 95-29 -£00? b7E 

i . f CLASSIFIED BY 6-5173 dnh/'kar /gci 

h 1 ^ REASON*. 1.4 sc) ^2,- 

DECIASSI.r# ON; 05-25-2032 ^ L 

b2 

.22 97 36 ( Pendina ) -G s ~ - b7E 

b'/A 


Title : INTELLI GENCE OVERSIGHT BOARD MATTER, (IOB) 

mj ssi-H b6 

b7C 

Synopsis NSL directed at incorrect telephone number. 


(S) y*{ 


( 7 ) DeriTv^d^-EieSf^l "s-3 

De^ilra^sifyOnT — XI- 


ALL INF0PHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
NHERE SH0WI OTHERWISE 


Details: ( S ) 



/ / 

^o XJuJXsuC VrT$' 1 5 "' i? : cl 


E^j^ET 


S[ fifnC, 


' I 

i ? 


.ksL yio- 619 / 





SE^^ET 

bl 
b2 
b'7E 
b7A 

On 03/23/2006, case agent received the toil 
records results on a CD. On 03/24/2006 case agent opened the 
toll record results on his computer and immediately noticed the 
discrepancy in the telephone number. The case agent immediately 
notified his supervisor and put the original CD in a CD box which 
was then sealed and submitted to the custody of the Chief 
Division Counsel. 

Nothing from the original NSL was uploaded. No 
personal or identifying information on the incorrect telephone 
number was uploaded into ACS from the NSL return. Additionally, 

No ACS checks, I DW, | | or other restricted government data base b2 

checks v/ere done or. any information from the NSL return. Also, 
no open source or internet checks were done on “he information. 

^ TJ! A copy cf the original NSL as well as the 

resultant information is being maintained in the Chief Division 
Counsel’s saf e . 

As nothing from the NSL has been reviewed, A/SAC b2 
recommends no administrative action be taker, in this b7E 





NSL VIO-620 



h < r. 


SE^ET 


To: 

T ngrwrt j rv". 

P mm * 

1 


t q \ 


03/27/2006 


b2 

b7E 

b7A 


LEAD { s ) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 
( U ) Read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) Read and clear. 


♦♦ 



NSL VIO-621 



(Rev. 01-31-2003) 


^J&NRET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To : 


Counterintelligence 

Inspection 


Attn : 


Attn : 
Attn : 


Date: 04/18/2006 


CDC 

ssa 

saT 


b2 
b'7E 
bo 
k in 


CD-2 A, UC 
IIS, CRS [ 


From: Office of the General Counsel 



(U) w 

Case ID ft : 2 7 8 -HQ-C 122 97 3 6-VIO Serial 1346 (Pending) 


Titie INTELL 

(U) MATTER 


GENCE OVERSIGHT BOARD 
2006-280 


hU INFORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED -EXCEPT 
WHERE SHOWN OTHERWISE 


(U) W 

Synopsis: It is the opinion of the Office of the General Counsel 

( OciC ) that this matter must be reported to the Intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary- 
correspondence to the IOB. 


Reference : 

m 

Details : 


(U) 

(S) 

M 


DerTv? 
Declassify On : 


bl 

b2 

b7E 

b7A 


facts of the 


By electronic communication (EC) dated 03/27/2006, the 

^requested that OGC review the 

ter and determine whether it warrants 


Field Office 
captioned mat" 


b2 

b7E 






NSL VIO-622 







s^<5ret 


To : | | From: 

Re: 278-HQ-C1229736-VIO, 


Office of the General Counsel 
04 / 18/2006 


b7E 


reporting to the IOB. 
follows . 


In our opinion, .it does. Our analysis 


£1 


bl 

b2 

b7 

b7 


<U) 


-X. On 02/09/2006, during the course of the investigation, 
a case agent forwarded an email to an investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) for two 
telephone numbers that were associated with the subject of the 
investigation. On 02/13/2006, the ISS created NSLs for the two 
telephone numbers. Due to an inadvertent error, however, one of the 

b7D 


(S) 


telephone numbers was c i ^ 

erroneous telephone number ...was 


Thn mn — with the 


On 03/23/2006, the case agent received the toll records 
on a CD. On 03/24/2006, the case agent opened the toll records and 
immediately noticed the discrepancy in the telephone number. The case 
agent promptly notified his supervisor and placed the original CD in a 
CD box. The CD box was sealed and submitted to the custody of the 
Chief Division Counsel. 

Nothing from the original NSL was uploaded. 
Specifically, no personal or identifying information on the incorrect 
telephone number wa p unl oaded into ACS from the NSL return. Further, 

or other restricted government data base 
any information from the NSL return. 


no ACS checks, IDW, 
checks were performed hlf 


.(U). 


EC from 


titled " Pnss 

.ble Intelliaence Oversiahi 


SSA 

ZD 


to OCG dated 03/27/2006 and 
t Board Matter, (IOB) 


SA 


b2 
b7E 
b 6 
b 7 E 


2 (U) A "United States person" (USP) is defined in Section 
101(i) of FISA (codified at 50 U.S.C. § 1801 et sea . ) as "a 
citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a) (20) of the 
Immigration and Naturalization Act) . . . 

> (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 



RET 


2 


NSL VIO-623 








b2 

b7E 


To : 
Re : 


| From: 

27 8-HQ-C122 97 36-VIO , 


S^RET 

Office of the General Counsel 
04/18/2006 


Finally, no open source or internet checks were conducted on the 
information . 

A copy of the original NSL and the information received 
are being maintained by the Chief Division Counsel in his safe. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel of 
the Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) report to 
the IOB intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential directive. 
This language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB 'was known as the President's Intelligence Oversight Board 
( PIOB ) . 


(U) By longstanding agreement between the FBI and the IOB 
(and its predecessor, the PIOB), this language has been interpreted ro 
mandate the reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) , or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially administrative 
in nature need not be reported to the IOB. The FBI is required, 
however, to maintain records of such administrative violations so that 
the Counsel to the IOB may review them upon request. 


!U) ^ 

NSLs are administrative subpoenas that allow the FBI to 
obtain three types of information: (1) telephone and email 

communication records from telephone companies and internet service 
providers (Electronic Communications Privacy Act (ECPA) ) (18 U.S.C. 

§ 2709); (2) financial institution records (Right to Financial Privacy 

Act) (12 U.S.C. § 3414(a) (5) (A)); and (3) credit bureau information 
(Fair Credit Reporting Act) (15 U.S.C. § 1681u (a), (b) ) . ECPA, 18 

U.S.C. § 2709, provides that the FBI may seek toll billing information 
from telephone carriers that is relevant to an authorized national 
security investigation. Section V.12., Investigative Techniques, of 
the NSIG provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 


I '^' jf&k In this 
relevant to an 


situation, the information obtained by the FBI 
was not relevant to an authorized national security investigation. 

Due to the incorrect number stated in the NSL, the FBI received 
telephone toll billing records pertaining to a telephone number that 
was neither under investigation nor related to an investigation. 
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To : From : 

Re: 2 /y-HU-Cl^y I 36-VIO, 



Office of the General Counsel 
04 / 18/2006 


b2 

t)7E 


Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NS1G and ECPA. 

(lb l&C It should be noted that response in 

receiving the erroneous information was commendable . Upon receiving 
the incorrect toll records, the case agent immediately noticed the b7E 
discrepancy, notified his supervisor, and placed the original CD in a 
CD box. Proper procedures were then undertaken by sealing the CD box 
and submitting the box to the Chief Division Counsel's custody. No 
personal or identifying information on the incorrect telephone number 
was up! oa ded into ACS from the NSL return. Further, no ACS checks, 

IDW, | or other restricted government data base checks were 

performed on any information from the NSL return. E’inally, no open 
source or internet checks were conducted on the information. 

(U) Here, the target's rights were not violated because he 
was not the subject of the improperly collected information. It is 
unknown whether the erroneous information received pertained to a 
United States Person, inasmuch as there has been no review of the 
information. Nonetheless, based upon the fact that information which 
may be about a USP was improperly, although inadvertently, collected, 
and in accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 



NSL VIO-625 




To: 

Re: 




RET 


From: Office of the General Counsel 

2'/«-H0-£1^^36-VIO, 04/18/2006 


LEAD ( s ) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


b2 

b7E 


Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U) For information. 

Set Lead 3: (Action) b2 


ATI 


(U) The CDC should continue to retain custody of the improperly 
received information. This information should continue to remain 
sealed and sequestered in the CDC 1 s safe until further direction from 
OGC . 

cc : Ms . Thomas b6 

b7C 

IOB Library 


♦♦ 
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DECLASSIFIED 3¥ : 
ON 0:5-29-200^ 


179 dah 


/k3r/'ijcl 


BY COURIER 


Mr. Stephen Friedman 
Chairman 

Intelligence Oversight Board 
Room 50209 

New Executive Office Building 
725 17 tn Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memo randum entitled "Intelligence Oversight Board Matter 
2006- j | ’\(U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
F3I foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

I Vi-'") 

1 - 27 8-HQ-C122 97 36-VIO - j f / 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 


1 


Mr. James Baker 
Counsel, Office of 
U.S. Department of 
Room 6150 


Intelligence Policy 
Justice 



and Review 


NSL VIO-628 



AL'L IHFOPHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED .EXCEPT 
|®EBE SHOOT OTHERWISE 



DATE: 05-29-2007 

CLASSIFIED BT 6S175 dah/kst/gcl 

REAS 015: 1.4 icj 

DECLASSIFY ON: 05-29-2032 


•; NTELLIGEMCE OitEBSIflUJ BOARD (IOB) MATTER 


IS) 


FIELD OFFICE 

IOB MATTER 2006- | ~1 T J) 


b2 

b7E 


(s) r 


bl 
b2 
t) ' 7 
b7 


On February 2, 2006, 
an FBI case aqent 


torwardea an email to an FRi investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) 
for two telephone numbers that were associated with the subject 
of the investigation. On February 13, 2006, the ISS created NSLs 
for the two telephone numbers. Due to an inadvertent error, 
however, one of the telephone numbers was erroneously 
transc ribed thp ELSL m-lU-A the erroneous telephone number was bl 


b7D 


(U) Due to the incorrect number stated in the NSL, the 

FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 

The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign. Intelligence Collection . 1 Thus, the 
matter is being reported to the IOB. 



SEC^ST 


— (U> 

1 Section V.12. authorizes use of National Security 

Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation . 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: General Counsel 


Date: 05/15/2006 


Attn: NSLB 


Inspection 

Internal Inv est j aati ons ££gL±an_, IPU, _Room 1 186 5 

Ext . 


From: 

Contact: CRS 
Approved By: 

Drafted By: 


[ 


Case ID # : 
Title: (U) 


(U) 2 78 -HQ -Cl 2 2 973 6-VIO 


b2 

ALL IffFOEyjATIOH CONTAINED b6 

HERE IK 13 DECLASSIFIES fo?, 

DATE 05" 29-280? BY 65175 d*h/kit/«wi 

(Pending) 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 20 22 
OGC/IOB# 2006 


IJ z, 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) , 

Reference: <U) 278 -HQ-C1229736 Serial 2540 

2 78 -HQ- C122 9 73 6 - VIO Serial 1346 


Details: (U) The Intern al Investigations Section (IIS) received 

an EC from Division dated 03/27/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


♦♦ 


-o 


b2 

b'/'E 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To: 


Date: 05/15/2006 

Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inv estigations Section. IPU. _Room ij flfii 

Contact: CRS Ext. 

Approved By: 

Drafted By: 


DECLiSSirm’ BY 6il73 dmh/fcsr/gci 
OH 05-29-2007 


■ Case ID #: (U) 263-HQ-O-U - 454 (Pending) 


b2 
b 7 E 
b6 
blC 


Title: (U) 


INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 2022 

OGC/IOB# 2 006-1 b2 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure (s) : (U) 278-HQ-C1229736 Serial 2540 


Reference : 


(U) 2 7 8 - HQ -C1229736 Serial 2540 

2 78 -HQ -C12 2 973 6 - VIO Serial 1346 


Details: (U) Upon review of 


Division's captioned 


report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


b2 

v>7 


(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/ OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦ ♦ 
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US. Departme, >f Justice 

Office of the Inspector Genera! 



DATE: 


TO: 


November 21, 2006 


Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


ALL FBI TTTFOPIIATION C.tWTAIfffih 

HERE IB 13 IWCLAbSIFTED 

DATE 05-29-200" i 1 ? 65179 dsda/itsE/cici 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: OIG Complaint No. 2007001022 

Subject: l iniHentifierl 

Division 

TB1 No. 26J-HQ-0-U-454 


b2 

b7E 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
w ith a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Rcport/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
Cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 


NSL VIO-632 



b2 


ClG - INVESTIGATIONS DIVISION - 

Complaint Form 

OIG NO. :CZ|699-2007-001022-M ^ ' E 

Received By: 


>, r 

-OU Date Received: 

05/11/2006 How Received: A 

SUBJECT: Ur. I 

dentil ied, FBI 

b7C 

SSNO: 

Title: UN ID 


Pay Plan: 

D.O.B. : 


Component : FBI 
Ml SC : 

Homo : 

Phone : 

Work : 

Phone : 


EOD Date: 

ZIP: 

ZIP: 


AJ len No . 
F.B. I .No. 
B.0.P.NO. 
D/L No. 
Offenses 


689 


COMPLAINANT: 
Title: ATTY 
Component : FBI 
MiSC : 

Home : 


Pay Plan: 
EOD Date: 


Pnone : ( ) - 

Work: , , 


Pnone : f 
Coni idem 


ZIP: 

ZIP: 

Revealed 


SSNO 
D.O.S. 
Alien No. 
F . B . I . No . 
B .0. P .No . 
D/L No. 


Authority: none 


iOt 

b6 

b7C 


Details: (3) 

The FBI provided information regarding a potential IOB matter. 


On 2/9/06, during the course of a 


in the 


Division, a case 

agent requested an Investigative 

Support Specialist i 

(ISS) to create National Security 


Letters (NSL) for two telephone numbers. The ISS inadvertently transcribed one of the 
'^i't'plprlnnp numbers incorrectly and the NSL with the erroneous telephone bej 

: (SI: 


ALLEGATIONS: 689 IOB Violation 

Occurr ence Date: 02/1 3/2006 
CITY : 


TIME : 
State : 


a. 


b2 

Jb7E_ 


Zip : 


>? 
7E 
7 D 
7 A 


DISPOSITION DATA: Disposition: M Date: OS/ll/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/20/2006 Component: FBI 

Patriot Act: N Civil Rights: n 


Sensitive: N 


Whistleblower: 


Component Number 
Consolidated Case Number 


26 3 -HQ- C -U- 4 54 


Remarks : 


11/20/06; The predicating material contains classified information which is being stored 
in a secure container at OIG/INV/HQ. 


PATE: OS-29 -2007 
FBI INFO. 

CLASSIFIED BY 65179 dioh/ksx/gcl 
REASON: 1.4 (c) 

DECLASSIFY 01: 05 -29-2032 
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Printed 11/20/2006 


Page 1 of 1 


11:39:19 






(Rev ill -3 1 -2003) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence: ROUTINE 


Date: 03/13/2006 


To: Counterintelligence 

General Counsel 
Inspection 


Attn : 
Attn : 
Attn : 


CD-2C, 

NSLB 

IIS 


SSA 


From: 


Squad 23 

Contact: Sa| 


Approved By: 


Drafted By: 


iei 



n 


DATE: 0 S- 29 - 20 Q 7 
CLASSIFIED BY 65 I 7 D dmh/ksr/gci' 
REAS Osf: 1.4 (cV 
DECLASSIFY OST; 05 - 29-2032 


b2 

b7E 

b6 

b7C 


Case 


ID # : 

cm 



rmyU . 

) 

7 


278-HQ-C1229736-VIO 


• f > 71 


Di 

b2 

b7E 


Title: 


(S) 


Synopsis : 


CU) 


(Pending) " '' 

AIL IIIFORlfATIOM C DETAINED 
HERE III 13 UHOLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 


To advise 


:s t hat 
The I 


could 


FBI HQ of fact 

conceivably be reportable to the IOB. The | [Division 

sene an NSL requesting billing and subscriber records for a 
cellular phone believed to be owned by the subject, however in 
addition, the company returned the rec ords of the prior 
subscribers for that telephone number, 
forwarding the facts surrounding this 
determine whether there is a 


incident to 
reportable IOB violation 


is 

FBIHQ 


to 



bl 

b2 

b7E 

b2 

b7E 


bl 

b7D 


v, 1 

J. 



■ :./! i. I a. V 




RET 



b6 

b7C 


NSL VIO-634 








Counter intej 







To : 
Re : 



Counterintelligence 
(S) I 


From : 

03/13/2WS 1 


bl 

b2 

b7E 


LEAD ( s ) : 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 2: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 


!U) JgJ NSLB is requested to 
appropriate handling procedures of 
were outside the scope of the NSL. 


advise| 

the records 


rece: 


on 

ved 


the 

that 


Set Lead 3: (Info) 


IIS 


AT INSD 

(U) Read and clear. 


♦♦ 
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(Rev . 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To : 


Date : 


05/19/2006 


Counterintelligence 


Attn: 


Attn : 


ssaI 

SA 


CD-2C , SSA 


Inspect ion 


Attn: IIS, CRS 


From : 


Office of the General Counsel 
NSLB/CTLU/Roo q 7947 

Contact : AGC 


Approved By : Thomas Julie F 


Drafted By: 

(U) 

Case ID #: >£< 

< U! 

Title: INTELLIGENC E] OVER SIGHT BOARD 


DATE : 05-29-2007 
CLASSIFIED BY 65179 djnli/kar/gc-.l 
REASON; 1.4' (cl 
DECLASSIFY OH: 0. e .~29-2Q32 


bi 

b7E 

b6 

b7C 




fU] 


278-HQ-C1229736-VIO (Pending) / 

ALL IMF0KKATI0H CONTAINED 
HEFEI N IS UNCLASSIFIED EXCEPT 
'.THERE SHOOT OTHERWISE 


MATTER 2006H 


b2 


Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

Administrative:^ This electronic communication (EC) contains 
information from the following documents: (1) a copy of the 

National Security Letter (NSL) dated 10/25/2005; (2) a c opy of 

Field 

on 


the EC dated 10/25/2005 forwarding the NSL to the[ 
Division to be served on the carrier; (3) a copy of 


Field Office 

H 


"L 

03/13/2006 fr 1 

OTTtj 


matter . 




Reference : 


(S) 

r 


t he EG H.UpH 


and (4) a copy of the EC dated 
(to OGC reporting a potential IOB 


(u; 



Derive? 
D&eirSssify On: 


SECRET 


OIG/DOJ REVIEW: 

FBI INVESTIGATION^ 
OIG/DOJ INVESTIGATION: 


Uw. 


b2 

b7E 

bl 


JL. 


Db 

b 7 C 


NSL VIO-637 














To: | | From: Office of the General Counsel 

Re: 278-HQ-C1229736-VIO, 05/19/2006 


b2 

b7E 


(u:- 

Details: By EC dated 03/13/2006, requested that 

OGC review the facts of the captioned matter ana determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 



b2 

b'7E 


bl 

b2 

b7E 

b6 

b7C 

b7D 


(U) 3^ On 02/ 01/2006, the) Division forwarded the 

results of the NSL to l \ The results arrived in two 

aper ana CD. Upon receipt of the information, b2 

reviewed the paper format. The paper copy detailed the b7E 
telephone records and iHpnti Fipri thp as the 

user of the cellular telephone number. assumed that 

the CD contained the same information. 1 



sub j set's 


(U) Xi However, on 03/13/2006, I viewed the ^ 

contents from the CD and learned that tne ou contained more b2 

information than the paper copy. The information contained in b7E 
the disk included the records of prior subscribers for that same 
telephone number. Upon the discovery of this additional 
information not relevant, although lawfully obtained, the case 
agent sealed the disk in an envelope and informed her supervisor 
and the Chief Division Counsel (CDC) of the incident. Currently, 
the disk remains in a sealed envelope. 


(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 


(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 



NSL VIO-638 






sifCRET 


b2 

b7E 


To: | I From: 

Re: 278-HQ-C122S736-V 


Office of the 
[0, 05/19/2006 


General Counsel 


Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 


(U) v. 

>Sq NSLs are administrative subpoenas that allow the 
FBI to obtain three types of information: (1) telephone and 

email communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act (ECPA) ) 
(18 U.S.C. § 2709); (2) financial institution records (Right to 

Financial Privacy Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) 
credit bureau information (Fair Credit Reporting Act) (15 U.S.C. 

§ 168 lu (a), (b)). ECPA, 18 U.S.C. § 2709, provides that the FBI 

may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 

Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 


^ Here, during an authorized investigation, 1 the FBI 

properly served an NSL on a telephone carrier. In response to 
the properly served NSL, the FBI obtained information regarding 
prior subscribers' records that were not relevant to the 
investigation. 2 It appears that this information, although 
lawfully obtained, is not relevant to the investigation and 
should be segregated to protect the potential privacy interests 
of United States persons. As already accomplished in this 
matter, once information not relevant to an authorized 
investigation is received, the field shall seal and sequester 
such information. 


(S) 


bl 


2 The target's rights were not violated because he was not 
the subject of the improperly collected information. It is 
unknown, however, whether the information of prior subscribers' 
records pertained to a United States Person inasmuch as there has 
been no review of the information. 
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To: 

Re: 



| From: Office of the General Counsel 

278-HQ-C1229736-VIO, 05/19/2006 


b2 

b7E 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EG 12863, it is our opinion that this error need not be reported 
to the IOB . A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 



NSL VIO-640 




To: 
Re : 


b2 

b7E 



From: Office of the General Counsel 

27 8-HQ-C122 97 36-VIO , 05/19/2006 


LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) For information. 


Set Lead 3: (Action) 



(U) With respect to the information that was improperly 
received from the carrier, please seal it and sequester it within 
the CDC's safe. The information should continue to remain sealed 
and sequestered in the CDC’s safe until further direction from 
OGC . 


cc: Ms. Thomas 


IOB Library 


b6 


♦♦ 


SE<^fe«T 


5 
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(Rev. 01-3 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 06/05/2006 

To: General Counsel Attn: NSLB 

From: Inspection 

i on I PU , Room 1 1865 
| Ext . 

b2 

ALL INFORMATION CONTAINED • <- 

HEREIN IS UNCLASSIFIED 
DATE 95 “29-200" BY 6S179 amh/Ust/gcl^' ■ 

Case ID # : (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 2060 
OGC/IOB# 2006-0287 

Synopsis: (U) To report a potential Intelligence Oversight Board 

( IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 

Reference: (U) 278-HQ-C1229736-VIO Serial 1254 

278 -HQ-C1229736 - VIO Serial 1379 

Details: (II) The Int ernal Investigations Section (IIS) received 

an EC from Division dated 03/13/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC, it 
is IIS's opinion the matter described therein is not indicative 
of willful misconduct. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 


♦♦ 



NSL VIO-642 


IT O' 





(Rev. 01-31-2003) 


SECRET/ /20310605 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 06/05/200 6 


To: [ 


] 


Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inv estigations Section, IPU, Room 1 1865 

Ext . I 


Contact: CRS 
Approved By: 

Drafted By: 

\J Case ID #: 


lids 


(U) 263-HQ-O-U Serial 459 (Pending) 


b2 

b7E 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 2060 
OGC/IOB# 20061 —\ 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


(U) 



Enclosure ( s) : 

Reference: (S) 

(U) 


(SI 


27y-H0-C122y7j6-ViO Serial 


1254 


bl 

b2 

b7E 


Details: (U) Upon review of 


Division's captioned 


report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


b2 

b7E 


(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
( 3 1 9X-HQ- A14 8 7 720 serial 6) . 


♦♦ 


S^ET//20310605 


NSL VIO-643 


O' O' 








L.S. IkjKU'tHie, ;i' justice 
Office O! the Inspector General 


DATE: November 20, 2006 

TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


ALL FBI INFQRHATIQtf CHITA DIED 

HEREIN IS UNCLASSIFIED 

DATE 05-29-2007 BY 65179 amli/fcsr/gcl 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: OIG Complaint No. 2 007000989 

Subject: Unidentified, 

FBI No. 263-0-U-459 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency’s policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
w ith a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation docs not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or w itnesses, and that, in all 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the W histleblower Protection Act. 


Attachment 


NSL VIO-644 




ALL FBI IHFOEKATIOTJ CQMTAINE& 
HEFEIH IS UNCLASSIFIED 


b2 


DIG - INVESTIGATIONS DIVISION - 

PATE 06-127200? BY 6. 
Complaint Form OIG NO.: 

517: 

□ 

i dkii/Asc/gci b7E 

-689-20C7-00C989-M 

Received By: 


b6 Date Received: 05/19/2C06 

How Received: A 



1 b / C 


SUBJECT: Unidentified, Unknown 
Tit lo: UN ID 
Component : UNK 
vise : 

Home : 

Phone : 

V Ir - 

r. . 

phone : 


Pay F 1 3 n : 
EOD Date: 


ZIP; 

ZIP: 


SSNO 
D . 0 . D . 
Alien No. 
F. 3 . 1 . No . 
B.O.P.No. 
D/L Ho. 
Offenses 


689 


COMPLAINANT: ^ 
Title : ATTY 
Component ; FBI 
Mi so : 

Home : 

Phone : ( ) 

Work: , , 

phor.e : 


Pay Plan: 
EOD Date: 


Ccr.f i dent : al: 


ZIP: 

ZIP: 

Revealed: 


SSNO 
D . 0 . R . 
Alien No. 
F.B. X .No. 
B.O.P.No. 
D/L No. 


Authority: none 


bo 

b'7C 

b2 


Details : 

The FBI provided information reporting a possible IOB matter involving the information 
obtained from a telephone carrier via a properly served National Security Letter (NSI.) . The 
FBI obtained information regarding prior subscribers' records that was not relevant to the 
investigation. (dz) 

■k * k k k k k i- •* k k k k-kk-kw-kk-kk-k tfk-kkkkkkkk kkkk'* , 'kk-k‘k'k'kkkie'k'kkk'k-k-kkkkk 


ALLEGATIONS: 689 IOB Violation 

Occurrence Date: 

_[ 


TIME: 
State : I 


b2 

.b'7E. 


Zip: 


DISPOSITION DATA: Disoositicn: M 


Date: 11/17/2006 


Approva : 


POWELL, GLENN G 


Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI 

Patriot Act: N Civil Rights: N Component Number: 263-C-U-459 

Sensitive: N Whistleblower: pj Consolidated Case Number: 


Remarks : 

Case referral to Kaiser / FBI /I NSD, 11/20/C6 (dz) 


NSL VIO-645 


Page 1 of 1 


Printed 11/17/2006 


3 : 17: 50 












(Rev. !)] -31-20(1.1) 


0310330 


(S) 


FEDERAL BUREAU OF INVESTIGATION 

l\ 

Date: 03/30/2006 


Precedence: ROUTINE 

To: General Coun sel 


Inspection Division 


From: 


Counterterrorism 
ITOS 1/ CONUS \ 

Contact: SSA 


/TEAM 3 


Attn : 

NSLB 

Attn : 

SSA 



TFO 



SIA 


Attn : 

Internal Investigations 
Section 


DATS: 

05-29-200? 


CLASSIFIED BY 65179 dtdv'kssi/gci 
SEASON: 1.4 

DECLASSIFY ON: 05-29-2032 


DZ 

b7E 

b6 

b7C 


Approved By: Hulon Willie T 

Billy Joseph Jr 
Heimbach Michael J 


Drafted 

By: 

Case ID 

# : 

Title: 

(S) 

(U) ........ 

(U) 



All- INF 
KEFII3 
NHERE S 

•QRHATI0N CCNTAISED 
IS UNCLASSIFIED EifCEFT 
fHOW OTHEP.UISE 


jat 

) 




27y-HO'-7i22y73/-VIO (Pending; - , ' 


txti — m 

INTELLIGENCE OVERSIGHT BOARD MATTERS 

Synopsis: This communication alerts Office of General 

Counsel (OGC) /National Security Law Branch (NSLB) of a potential 
Intelligence Oversight Board (IQB) matter pertaining to the 


b6 

b7C 


bl 

b2 

b7E 

bl 

be 

blC 


(U) 


bl 

b6 

b7C 


*•031 



bl 





b6 

b7C 









NSL VIO-647 





S1&SET//20310330 



NSL VIO-648 


tr tr 



S^er^ET//20310330 

To: General Counsel From: Counterterrorism 


Re: 


03 / 30/2006 


LEAD (s) : 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

|U) For action as deemed appropriate. 

Set Lead 2: (Info) 


AT | 

(U> X For information only. 
Set Lead 3: (Info) 

INSPECTION DIVISION 

AT WASHINGTON. DC 
(D) X For information only. 

♦♦ 


b7E 


b2 

b'7E 


SE^jT//2 03 10330 


NSL VIO-649 


cr tr 




(Rev. 01 -31 -2003 J 



FEDERAL BUREAU OF INVESTIGATION 




Precedence: ROUTINE 

To: Counterterrorism 


From: 


20 

Contact : 


TFO 


Approved By: 
Drafted By: 


Case ir u - ( S ) 

(U) -x 

Title: (S) I 


Date: 03/24/2006 


Attn: 


ITOE ji 1 . Conus 1 . Teaq III 
SSA 


General Counsel 

Attn : 

NS LB 



Attn: 

SSA 





TFO 



DATE: 05-29-2007 
CLASSIFIED BY 65179 dMi/kar/gcl 
FEAS03: 1.4 (cl 
DECLASSIFY 071: 05-29-2032 


2 78 -HQ- C122 9 7 3 6 - VIO - 1255 (Pending) 


bl 

b2 

b'7E 


b2 

b7E 

b6 

b7C 


TXT 


“B7T 


bl 

b6 

b7C 


Synopsis: (U) To advise FBIHQ of facts that may need to be 

reported to the Intelligence Oversight Board (I0B) . 




-TP /Vu U 




NSI ; VtO6S0 
















(U) The information contained in this EC is being 
provided to OGC, NSLB and CTD for the purpose of enabling those 
entities to: 1) make a determination as to whether this matter 

should be reported to the I OB, and if so, to make such a report; 
and 2) provide guidance to | Division as to how the 

material in question should be handled. 



NSL VIO-652 






To: 
Re : 


S^RET 


Coii r^ <ar ^ <ar ' rr>r ‘' om 
(S) 


From: 


03 / 24 / 2 00 < 


r\"j 

-'w' JL 


±-j (L> 



LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 


AT WASHINGTON, DC 


(U) Consult with OGC , NSLB , and 

1) determine whether the facts contained in this 
communication should be reported to the I OB, and if so make such 
a report ; and 

as to how the material in 

(Division. ]~o 

b7E 


2) advise 

question should be handled within "the 

Set Lead 2: (Info) 


GENERAL COUNSEL 


AT WASHINGTON. DC 


U) Consult with CTD, and 
1) determine whether 
communication should be reported to 
a report ; and 


the facts contained in this 
the IOB , and if so make such 


2) advise 


question should be handled within the 


as to how the material 
Division . 


m 


b2 

b7E 


♦♦ 



NSL VIO-653 








(Rev. 01-3 1-2003) 


se£i(et//noforn 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date 

: 4/26/2006 


b2 

To: | | 

Attn: 

SAC 



b7E 






b6 

Counterterrorism 

Attn : 

ITOS I/CONUS 1/Team 3 

b7C 

Insoection 

Attn : 

Internal Investigative 

Section 



Attn: 


| Room 

11865 

From: General Counsel 






National Security 

Law Branch/CT 

LU 1/LX- 

-i 3S-100 




Contact: [ 


Approved By: 
Drafted By: 


05-29-2007 


Thomas Julie F 

CLASSIFIED BY €5179 dah/ksr 

'gel 


REASON: i.4 (c| 



jkf 


DECLASSIFY OK: 05-29-2032 


Case ID # : (U > 278-HQ-C1229736-VIO - 1360 

Title: (U) Intelligence Over sigh t 3oard 

( IOB ) Matter 2006- 1 \ 

m NX 

Synopsis: It is tne opinion of the Office of tne General 

Counsel (OGC) that the above referenced matter need not be reported 
to the Intelligence Oversight Board (IOB). Our analysis follows. 


ALL T.HFOtmTXCffl COKTAIHEC 
HEPIIH 12 UNCLASSIFIED EXCEPT 
BHEKE SHORN OTHERWISE b2 


m X 


(U) 

Reference : 




7 7R-HO-C1 ? 7 Q7 3 fi-VTf) Ipri al 1 9 t 9 (Pending ) 


bl 

b2 

b7E 


Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the document 
in Corel WordPerfect. 


(U) . / 

Detail- . By electronic c ommuni catio n (EC) d ated March 24 . 

2006 and referenced above, thej 

reported to the Counterterrorism Division 
General Counsel's National Security Law Branch 
potential IOB matter. 


] Division 
and the 


Office of the 
{NSLB ) this 


b2 

b7E 


b6 

b7C 


jlG/DOJ REVIEW:! 
FBI INVESTIGATE 


>E^bf.T//NOFORf0lG|D0J INVESTIGATION:, 




DATE: ■ yr - jj_ 


NSLVIO -654 







TO: 
Re : 


(U) 


SECRET 

, From: General Counsel 

0£<r 278-HQ-C1229736-VIO, 4/26/200 6 







LSI 


LSli 


(Si Vl 



ANALYSIS 


bl 

b6 

b7C 

b7A 


bl 
b2 
Id 7 S 
b6 

KTf 

-Jv-/ f V>- 

b'7A 


bl 

b;2 

b7E 

b6 

b7C 


bl 

b2 

b7E 

b6 

b7C 

b7D 


(U) M As required by Execui 
(Sept. 13, 1993) and Section 2-56 of 
Intelligence Program Manual (NFIPM) , 


ive Order (E.O.) 12863 
the National Foreign 
OGC was tasked to determi 


ne 


St^ET 

2 


NSL VIO-655 



SEp^ET 


To : 
Re: 




From: General Counsel 

4 Z7F^Q-C1229736-VI0, 4/26/2006 


(U) 

whether the surveillance errors described here are matters that 
should be reported to the IOB. We believe that the reported 
activity does not require IOB notification. 


b 

b 


(U) Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to the 
IOB that it deems necessary to carry out its responsibilities. 

That section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of guidelines 
or regulations approved by the Attorney General, in accordance with 
E.O. 12333, if such provision was designed in full or in part to 
protect the individual rights of a United States person. This 
includes violations of agency procedures issued under E.O. 12333, 
unless they involve purely administrative matters." For the FBI, 
the Office of the General Counsel {OGC) submits reports to the 
IOB. * 



reportable to the IOB unauthorized investigations, the use of 
unlawful methods and techniques, exceeding the authorized scope of 
permitted activities, and failing to adhere to minimization 
requirements . 3 


1 See EC from Inspection Division to All Divisions; 

Title: Revised Procedures for the Submission of Reports of 

Potential Intelligence Oversight Board (IOB) Matters, Case ID # 
66F-HQ-A1247863 Serial 172 at 5-6 (2/10/2005) . The Inspection 
Division is required to maintain for three years records of 
administrative violations, for possible review by the Counsel to 
the IOB, together with a copy of the opinion concerning the basis 
for the determination that IOB notification v;as not required. Id . 
at 6 . 


(U| "' 1 2 "- See id . at 4. 

(U) -’■■■■ -^8^ See also id . at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected 



3 


NSL VIO-656 





To: 

R '(U) 


[ ’ I From: General 

2 7 8 - HQ -C1229736-VIO, 


Counsel 

4/26/2006 


D 2 
b7E 


(U) 


X In this instance. 


by the telephone company, \ 
telephone numbers associated with 
the same account), even though 
request information for these 
received was relevant to an 
investigation . 


due to a broad reading of an NSL 
received information on several 
e subi ect of the NSL (all on 




did not specifically 
numbers . All of the information 
authorized national security 
The broad reading of the NSL by the telephone 


;ompany 


does not be reported to the IOB. 


W OGC requests that the Inspection Division retain a 

record of the report of a potential IOB matter for three years, 
together with a copy of this opinion for possible review by the 
Counsel to the IOB 


b2 



m 


violations of the Constitution,? {3)j 




(5) initiatmy a iJ 


from the FISC, or failing to terminate an authorized surveillance 
at the time prescribed by the Court; and (6) failing to adhere to 
the minimization or dissemination requirements specified in a FISC 
Order . 


b 1 


SECRET 


4 


NSL VIO-657 







To : 
Re : 


(ur 


7C 


From: General 

27 6 -H"Q- C122 9 73 6 -VTO , 


ET 

Counsel 

4/26/2006 


LEAD (s) 


Set Lead 1: (Discretionary) 


ATI 


(U) For review and action deemed appropriate. 


Set Lead 2: (Information) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) Read and clear. 


Set Lead 3: (Action) 

INSPECTION 


AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
( IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 


♦♦ 



5 
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(Rev. {)] 


- 31 - 2003 ) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 06/05/2006 

To: General Counsel Attn: NSLB 


From: Inspection 



Ext .[ 


b 6 
b7C 


PATE: 05-29-2007 

CLASSIFIED BY 65179 dmh/ksr/gcl 

REASON: 1.4 Ic) 

DECLASSIFY OH: OS-29-2032 


Case ID #: 
Title: (U) 


(U) 2 78 -HQ -Cl 2 2 97 3 6 - VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 2123 
OGC/IOB# 2006 


b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 

ALT. INFORMATION CONTAINED 

— G-3 HEREIN IS UNCLASSIFIED EXCEPT 

~ ' Essify On: 


(U) 


b-KERE 2H0W1 UTHERWISE 


Reference : 


(S) 

(U) 

(S) 

(U) 

(U) 


2 78 -HQ- Cl 2 1 S 7 3 6 -VIO Serial 1255 


2 ;a-iig-Li22y Mb-viu seridi 


bl 

b2 

b7E 


13 0 5 


2 7 8 - HQ -C1229736-VIO Serial 1360 


Details: (U) The Int ernal Investigations Section (IIS) received 

an EC f rom | Division dated 03/24/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC, 
it is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate . 


b2 

b7E 


♦♦ 



NSL VIO-659 





(Rev 0101-2003) 


2^WeT//2 0 3106 05 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : 
To: I 


ROUTINE 

in 


Date: 06/05/2006 


Count erterron sm 


Attn: SAC {Personal Attention) 

Attn: AD (Personal Attention) 


From: Inspection 

Internal TnvpgHnat-innc! 

Contact: CRS 


IPU, Room 11 865 
Ext . 


DZ 

b7E 

b6 

b7C 


Approved By: 
Drafted By: 
N’ Case ID # : 
Title: (U) 


)$as 


DATE: 05-30-2007 

CLASSIFIED BY 55179 dah/ksr/gel 

BEASC’I: 1.4 (c) 

BFCMSSTFy' OH: 05-30-2032 


(U) 263 -HQ- 0 -U Serial 461 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2123 
OGC/IOB# 2 0 06| | 


b2 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


(U) 




All IHFOREATIOI3 COMTAIKED 
HERE I# IS OBCUSSIFIED EXCEPT 
WHERE 3H0BH OTHERWISE 


Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1255 

I 


Reference : 


(S) 

(U) 

(S) 

(U) 

(U) 


27R-HO-t-|?7q736-VTO Spria 


1 1255 


2 /B-HU-Ui2/y (Jb-VIO Serial 1305 
2 78 -HQ- Cl 2 2 9736-VIO Serial 1360 


b7E 


Details: (U) Upon review of 


Division's captioned 


report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
( 3 19X-HQ- A14 8 772 0 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


b2 

b7E 


♦♦ 


SE^feET//2 


0310605 
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US. Departuifc .justice 



Office oi: ;hc Inspocior General 


DATE: November 20, 2006 

TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


ALL FBI IffFOraiATrOH COWT&ISEh 

HEFEL3 IS UKCLASSXHED 

DATE 05-29-2007 BY 63179 dan /k s rj gel 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: OIG Complaint No. 2 007000998 

Subject: Unidentified, 

FBI No. 263-0-U-461 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


b2 

b 7 E 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 


NSL VIO-661 




01G 


Rece 


INVESTIGATIONS DIVISION 
veri 3y: 


ComplainL Form 



Date Received: 


AIL FBI IJIFOPJHATIOH COMTAIHED 
HEFTIN' IS UNCLASSIFIED 


DATE Q6 SY. 65179 dmh/fesi/flci 


CIG NC 


-2007-000998- 


05/19/20C6 How Received: A 


b2 

,b7E 


3 'OBJECT : Ur: identified, FBI 

Title: UNTO Fay Plan: 

Component: FBI EOD Date: 

M i s c : 

Home : 

Phone: ZIP: 

Wor k : 

Phone: ZIP: 


SSNC: 

D . O . B . : 
Alien No. : 

F . 3 . I . No . : 

B . O . P . No . : 

D/L Me.: 
Offenses: 689 


COMPLAINANT: 

. ATT Y 
Component : FBI 
Mi sc: 


no me : 

Phone :()- 

Work: , . 

Phone : I 
Con f ident ial 


Pay Plan: 
EOD Date: 


ZIP: 


ZIP: 

Revealed: 


SSNO 
D . O . P . 
Alien No. 
? . B . I . Nc . 
B . 0 . P . No . 
D/L No. 


b6 

b7C 

b2 


Authority: none 


De t a j. S : 


The FBI provided information report inq a possible 10B matter involving the 
a National Security Letter (NSL) by a telephone company, which resulted in 
information on several telephone subscribers associated with the target of 
did not specifically request information for these subscribers). (dz: 


broad reading of 
the FBI receiving 
the NSL. (The FBI 


ALLEGATIONS: 689 TOB Violation 



Zip: 


DISPOSITION 

DATA : 

Dispas ,i t .i on : 

M 

Referred t.o 

Agency 

■: FBI 

Da 

Patriot Act 

: N 

Civil Rights 

: N 

Sensitive: I 

] 

Wh i s L 1 ebl owe r 

: N 


Date: 11/17/2006 Approval: 

Sent: 11/17/2006 Component: 

Component Number: 
Consolidated Case Number: 


POWELL, GLENN G 
r j7<c 

FBI 


263-0-0-461. 


Rcrr.a r ks : 

Case referral to Kaiser/FBI, INSD, 11/20/06 (dz) 


NSL VIO-662 


Page ! of 1 


Printed 11/20/2006 


10:06:30 










(I'.c . 01-31-2003) 


^•CRET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: General Counsel 

Inspection Division 
Counterintelligence 


Attn : 
Attn: 
Attn : 


Date: 03/29/2006 

National Security Law Branch 
IIS 


CD-2B, IA 
Room 4134 


From: 


1 

16E/j 


Cont 

ac tl 57T 



Approved By : Fo-rH Jngpnh i// 


Drafted By: 
Case ID #: 

(S) 



All IKTronnATIOH coutaiheb 

HEFT IN IS III CL AS II FI ED EXCEPT 
WHERE 3K0WK OTHERWISE v-\ " 


b6 

b7C 

b2 

b7E 


'UR - HlT-H 


I ah 

I p adding) 


Dr 
b2 
b7E 
Y'.i n 

-NV / 1. J. 


Title : 

(U) 


ssaJ. 

SA I 


□ 


DIVISION; 


IOB 


DATE: G5-2S-2QQ7 

CLASSIFIED BY '65179 diiihFfeSt/gcl 

PEAS OH: 1.4 fci 

DECLASSIFY OH: 05-29-2032 


. (U) \/ 

Synopsis: This communication reports a potential 

Intelligence Oversight Board matter. 


b6 

b7C 

b2 

b7E 


W) x 


Derive 
D&ei 3 ssi.fy On: 


(S) 




bl 


Details :^- Tl The purpose of this electronic communication is 

to report a potential IOB matter involving a NaHnnaL Security 

Letter requested by SA | [Field 

Office, ss well as to satisfy the requirements set forth by 
the 02/10/2005 electronic communication regarding the revised 
procedures for the submission of potential intelligence 
oversight boarj d reports. 


b6 

b7C 

b2 

b7E 






b6 

b7C 











To: General Counsel From: 

Re: jX( 278 -HQ-C1229736-VIO, 03/29/2006 

!U> 



1. Identification of the substantive Di 

investigation in which the questionable activity occurred: b2 hi 



dated December 4, 1981, and pursuant to Title 18, United 

States Code, Section 2709 {as amended, October 26, 2001) . 



Reason for delayed response: SA 

| regrets that he was not cognizant that this 

incident constituted an I OB violation upon receipt of the 
incorrect toll r ecords. It was not until 03/27/2006, that SA 
Ibecame aware that such an incident constituted 


an IOB violation. Upon discover y that this incid ent 

constituted an IOB violation, SA has taken 

immediate steps to report the violation. 


bl 

b-2 

b7E 

bn 

b7C 

b7D 


b6 

b7C 



NSL VIO-664 





^E‘ 


SECRET 


To: General Counsel From: 

Re: 278 -HQ -Cl 2 2 973 6 -VIO, 03/ 29 /200b 

<U) 

LEAD ( s ) : 

Set Lead 1: (Action) 


GENERAL COUNSEL 

AT WASHINGTON, DC 

^ General Counsel, National Security Law Branch, 

is requested to take whatever action is necessary to record 
the incident with the Intelligence Oversight Board. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 
ID) X Information only. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 


(U) 


AT WASHINGTON, DC 
X Information only. 


b2 

b'7E 


♦♦ 



3 
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Rev 0! -3 1-2003) 


SECRET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : 
To: 


ROUTINE 


Date: 05/05/2006 


Counterintelligence 

Inspection 


Attn : 

Attn: 
Attn : 


SSA 




CD- 23, SSA 
IIS, CR, 


From: Office of the General Counsel 

NSLB/CILU/Room__LM2 

Contact: AGC | 


Approved By : 

Drafted By: 
Ca.se ID ff - v 
Title 

(U) 


Thomas .Tulip F 


DATE:: 05-30-2007 

CLASSIFIED BY 6517S dmh/ksr/gcl 

REASON: 1.4 (c> 

DECLASSIFY OH: 05-30-2032 


b2 

b7E 

b6 

b7C 


278-HQ-C1229736-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD 


MATTER 2006-f 


b2 


Synopsis: It is the opinion of the Office of the General Counsel 

(OGC) that this matter must be reported to the intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the 10B. 

ALL INFORMATION CONTAINED 

(U) DerCrved-F^rg^F'-T^ HEREIN 13 UNCLASSIFIED 'EXCEPT 

Deeiassify On?~— XI- HKEFE SHtraaf OTHERWISE 


Ref ere"' 


(U) 


Details : By electroni c communicati on (EC) dated 03/29/2006, th 

requested that OGC review 


Di 

b2 

b7E 

b7A 


Field Office 


b71 


the tacts ot the captioned matter and determine whether it warrants ^2 
reporting to the IOB. 1 In our opinion, it does. Our analysis 
follows . 

b2 

b7 E 

b6 
b7C 


Division; IOB." 


EC from 


to OGC dated 03/29/2006 and 

i ns a 



3^RET 


b6 

b7G 


FBI INVESTIGATE 


0IG/D0J INVESTIGATION: 


. 

« 

DATE* >'2 

i 

(k) 


NSL VIO-666 







■<U) 


3 K ! 


RET 


TO: 
Re : 


From: Office of 

2 '/a-HQ-Cl^y /36-VIO, 05/05/2006 


;he General Counsel 


bz 

b7] 


) 



On 11/23/2004, a 
N ational Security Letter (MSI.) 

?$ 


.ephone number on 
02/04/2005, the telephone 
that they were not the target ’ s 
destroyed without further review.-- 


case agent submitted a 
seeking telephone toll billing records 

| Due to a typographical error, the 

he NSL was erroneously transcribed. 2 On 

ecords were opened and it was determined 
ecords. The telephone records were 


(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel of 
the Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) report to 
the IOB intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential directive. 
This language was adopted verbatim from EQ 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight Board 
( PIOB ) . 


(U) By longstanding agreement between the FBI and the 103 
(and its predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) , or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially administrative 
in nature need not be reported to the IOB. The FBI is required, 
however, to maintain records of such administrative violations so that 
the Counsel to the IOB may review them upon request. 


(IT) -w" , . . 

k NSLs are administrative subpoenas that allow the FBI to 
obtain three types of information: (1) telephone and email 

communication records from telephone companies and internet service 
providers (Electronic Communications Privacy Act (ECPA) ) (18 U.S.C. 

§ 2709); (2) financial institution records (Right to Financial Privacy 

Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) credit bureau information 


2 (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 


(U) 


-&) On 03/27/2006 


realized that this incident constituted an IOB 


violation and promptly reported the matter to OGC, the Inspection Division, and the 
Counterintelligence Division. 




b7E 



2 


bl 

b2 

b7E 

b7D 


NSL VIO-667 





To : 
Re : 


b2 

b7E 


| From: 

27 8-HQ-C122 97 36-VIO , 


SJ2&^ET 

Office of the General Counsel 
05/05/2006 


(Fair Credit Reporting Act) (15 U.S.C. § 1681u (a), (b) ) . ECPA, 18 

U.S.C. § 2709, provides that the FBI may seek toil billing information 
from telephone carriers that is relevant to an authorized national 
security investigation. Section V.]2., Investigative Techniques, of 
the NS IG provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 


(U) 


m 

to 

to 


the NSL 




In this situation, due to the incorrect number stated 
the FBI received telephone toll billing records pertaining 


a telephone number that was neither under investigation nor related 
an investigation. Therefore, the information was improperly 


collected, although unintentionally so, in violation of the NSIG and 


ECPA. 


(U) Here, the target's rights were not violated because he 
was not the subject of the improperly collected information. It is 
unknown whether the erroneous information received pertained to a 
United States Person, inasmuch as there has been no review of the 
information. Nonetheless, based upon the fact that information which 
may be about a USP was improperly, although inadvertently, collected, 
and in accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 



3 


NSL VIO-668 



TO: 
Re : 


SECRET 


From : 

278-HQ-CI2zy/i6-VJO, 


Office of the General Counsel 
05/05/2006 


b2 


'oTR 


LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) For information. 


Set Lead 3: (Information) 

I I b?E 


AT | 

(U) In the future, when improper data resulting from an NSL is 
received, the data should be sequestered and given to the CDC. The 
information should remain sealed and sequestered in the CDC 1 s safe 
until further direction from OGC . It is anticipated that OGC will 
provide guidance regarding improperly collected NSL information in th 
near future. 

cc: Ns. Thomas 



IOJ3 Library 


♦♦ 
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DECLASSIFIED BY 65179 dah/ks-t/gel 
ON 05-30-200? 


EY COURIER 


Mr. Stephen Friedman 
Chairman 

Intelligence Oversight Board 
Room 50209 

New Executive Office Building 
725 17 lh Street, Northwest 
Washington, D.C. 


Bear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memo randum entitled "Intelligence Oversight Board Matter 50 

2006- | —\ ” (U) 

The memorandum sets forth details of investigative 
activ.i ty which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - 



UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 



NSL VIO-670 



Mr. Stephen Friedman 




Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 


1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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ALL IKFOPIIATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



NATE: 06-12 2007 

CLASSIFIED BY 65175 dtth/ksr/^el 

SEASON? 1.4 ic) 

DECLASSIFY ON: 06-12-2032 


INTELLI GENCE 


j 1 


OVERS TGI 


Tm MATTER 


BOARD ( IOB) 
ELD OFF! OF. 
006 (U) 


MATTER 


f 


b2 

b7E 


the E’ede 
Office r 
National 
records 
error, t 
transcri 
opened a 
records . 
review . 


(S) By electronic communicati on dated March 

ral Bureau of Investigation (FBI) 

eported that, on November 23, 200 


29, 200 6, 

] Field 

submitted a 


S fr.nri t v 

of 


Lett er fNSTO seeking 


he t e iepnone nu nicer on the nsl 
bed. On February 4, 2005, the 
nd it was determined that they 

The telephone records were destroy 


4, the FBI 
telephone toll billing 
Due to a typographical 
was erroneously 
telephone records were 
■were not the target ' s 

ed 'without further 


b2 

b7E 

bl 

b7D 


Due to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 

The overcollection was a violation of Section V.12. of The 
Attorney General’s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection . 1 Thus, the 
matter is being reported to the IOB. 



SECRET 


^ Sect ion V.12. authorizes use of National Security 

Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transact ional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 

s|J6ret 


NSL VIO-672 
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(Rev. 01 -j 1-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 06/05/2006 


To: General Counsel 


Attn: NSLB 


From: Inspection 


Internal 

Investigations Section. 

IPU, 

Rnnm 

Contact : 

CRS 


| Ext . 



b2 

b7E 

b6 


Approved By: 
Drafted By: 


KSs. 


b7C 


ALL IIJFOPHATIGIJ C0MTAIBED 

HERE IH IS OTCLASaiFIER 

DATE 05-30-2007 3Y 55175 dmli/kst/ 


gel 


Case ID # : 


(U) 2 7 8 - HQ -Cl 2 2 973 6 - VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 2063 
OGC/IOB# 2006- 1 | b? 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736-VIO Serial 1289 

2 78 -HQ -C 12 2 9736 -VIO Serial 1373 


Details : 

an EC from 


:ui 


The Internal Investigations Section 

I d 


IIS) received 

lvision dated 03/29/2006, reporting a 


possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the matter described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


b2 

b7E 


♦♦ 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : 
To: 


ROUTINE 


Date: 06/05/2006 

Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inv estigations Section. IPU, Room 1 1865 

Contact: CRS | | Ext. 

Approved By: 

Drafted By: 


1 O 

Z: 

b7i 

b6 


? C 


DECLASSIFIED BY 65179 dsh/kst/gcl 
ON 05-30-2007 


/ 


leas 


Case ID #: 
Title: (U) 


(U) 263 -HQ- 0 -U Serial 463 (Pending) 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2063 
OGC/IOB# 2006-1 


b2 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


<:u> X 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1289 


De3rryed-£r om — 3 — ' 


b2 

b7E 


(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/ OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


Reference : 


(U) 2 7 8 - HQ- C12 2 973 6 - VIO Serial 1289 

2 78 -HQ-C122973 6 -VIO Serial 1373 


Division's captioned 
IIS did not find the matter 


Details: (U) Upon review of _ 

report of a potential IOB violation, 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


♦ ♦ 
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November 20, 2006 



l .S. Oeparime >i Justice 
Office: of the Inspector Genera! 


DATE: 


TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


All FBI INFORMATION CONTAINED 

HERE IN 13 UNCLASSIFIED 

DATE 05-30-2007 BY SS1T9 clmfeiiSE^gci 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2 007000992 

Subject: Unidentified, 

FBI No. 263-0-U-463 1 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
w ith a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, y ou may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Rcport/Referral or to the identities of complainants or witnesses, and that, in all 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 
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All FBI IMFOREATIGH COHTAIHED 

HEREIN IS UNCLASSIFIED 

DATE QS-1 2-200 7 BY 65173 dsui/ksr/gci 


GIG - INVESTIGATIONS DIVISION 

Complaint Form 

OI G NO. : 

□ 

689-2 0 0 7 - 0 00932- M 

Ay 

Rece i veo By : 

^6 Date Received: 

K 1 n 

05/23/2006 

How Received: A 



SUBJECT: Unidentified, FLU 


SSNO 


Title: UNID 
Component: FBI 
Ml sc: 

Home : 


Pay Plan: 
EOD Date: 


D.O.J3. 
Alien No. 
F. B. I . No. 
B . 0 . P . No . 


Phone : 
Work: 
Phone : 


ZIP: 


ZIP: 


U/L No. 
Offenses 


6S9 


COMPLAINANT : I 
Title: ATTY 
Component : FBI 

Misc: 

H cm e : | 

Phone : ( ) - 
W c r k : , . 

Phene : I 

Cor. f idential : 


Pay Plan: 
EOD Date: 


ZIP: 

ZIP: 
Revealed : 


SSNO 
D . 0 . B . 
Alien No. 
F.B. I .No. 
B . O . P . No . 
D/L No. 


V~\ / 

bh 

b7C 


Authority: none 


Beta i 1 s : 

The FBI provided information reporting a possible IGB matter involving the information 
obtained from a telephone carrier via a properly served National Security Letter (NSL! . The 
NSL contained a typographical error which resulted in disclosure of information relevant to 
a telephone subscriber who was neither under investigation nor related to an investigation, 
(dz) 

+ ********»r**-****-*-»r***-* + + ir*** *+**■*■ *-■*** + * + ***>-*■**•** A* * * + 


ALLEGATIONS: 689 IOB Violation 

Occurrence Date: TIME 

CTTY^ 

DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G 

.77**' 

Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI 

Fatriol Act: n Civil Riahts: N Component Number: 263-0-U-463 

Sensitive: N Whistleblower: n Consolidated Case Number: 


b2 

,b7E, 


Remarks : 

Case referral to Kaiser/ FBI/INSD, 11/20/06, (dz)- 


NSL VIO-676 


: ; 1 : 00 


Page 1 of l 


Printed 11/17/2006 







(Rev. 01-31-2003) 


SJj^ET/ORCON/NOFORN 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY 


To: General Counsel 


Counterterrorism 


Date: 01/25/2006 


Attn: NSLB 


Attn: 



IT OS II/IHSIJ 

UC 

SSA 

SSA 


From: 


Contact: A/SSA 


Approved By: 


Drafted By: 



Case ID #: (S 

(U) 27H-H0-C12297. 

(U)/^C 278 '’ OM_C45386 

Title: (S) I 


■ VIO : 114 5 ( Pend i r ; 

105 (Pending) 



(U| (^K INTELLIGENCE OVERSIGHT BOARD 





sity On: January 2 5 , 





^ j SEC^ET/ORCON/NOFORN 


■ • | |*""" -;-V 

All IHF0RHATI0M C03miMEg 
HERE IB IS UK CLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 


CATE; 05-00-E0C7 

CLASSIFIES BY 65179 dah/ksr/gcl 

REASOH: 1.4 fcj 

DECLASSIFY OK: 05-30-2032 

NSL VIO-677 







SEt5RfcT/0RC0N/N0F0RN 




















To : 
Re : 


SE^Kt/ORCON/NOFORN 


Gen eral Counsel Fr om : 

(S) I I 01/25/2006 


bl 

b2 

b7E 


bl 

b6 

b7C 


SE 


Ep^ET/ORCON/NOFORN 


5 


NSL VIO-681 





To: 
Re : 


SECRET/ ORCON/NOFORN 


Gen eral Counsel 
(S) 


From : 


c 


01/25/2006 


bl 

Vi9 

b7E 


LEAD (s) : 

Set Lead 1: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 


(U1 X Forward notification through proper channels for 
review of potential IOB violation. 


Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON. D.C. 
(U) For information. 


025cc01 . ec 

♦♦ 


S^RET/ORCON/NOFORN 


6 


NSL VIO-682 





(01/20/1998) 


SS&IET//NOFORN, ORCON 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/17/2006 


To: 


Attn : 

SAC, ' 


Inspection 

Attn : 

Inter: 




11865 


Counterterrorism 

Attn : 

AD 


From: General Counsel 

National Security Law Branch 

Contact: 

Approved Bv: Thomas Julie F HATE: OY-JO- 2007 

CLASSIFIED BY SS179 dmJx'ksr/gci 

REASON: 1,4 (c) 

DECLASSIFY Oil: 05-3(1-2032 

Drafted By 

Case ID # (S)| b J. 

"-yafi 27 8-HQ-C1229736-VIG - 1317 
(UJ ,.W 27 8-OM-C4 538 6 - 107 b7E 

Title SSA I 1 

INTELLIGENCE OV ERSIG HT BOARD MATTER 
I OB MATTER 2006 □ 

ALL IITFQPHATIOm CONTAINED 

i'TT'i Derived. From HEREIN IS BBCLASSIFIED EXCEPT 

De^las^if^OnT— X25^ 1 WHERE SK0CT OTHERWISE 

Synopsis!. ^ It is the opinion of the Office of the General 

Counsel (OGC) that this matter must be reported tc the 
Intelligence Oversight Board (IOB) , and to the Inspection 
Division, FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the IOB. Our analysis follows. 


Reference 


278-HQ-C1229736-VIO Serial 114! 


Details: As discussed in the Electron ic Comm unication (EC) 

dated January 25, 2006 referenced above, the I I Divis i on 

(Omaha) requested that OGC review a set of facts to determine 

2fccRET//NOFORN, ORCON i 

, , OIG/DOJ REVIEW: DATE:_ 

ZXr FBI INVESTIGATIurc 

OIG/DOJ INVESTIGATION: 

NSL VIO-683 

















SJJ^RET/ /NOFORN, ORCON 



(U) X_/N F/OC) I I then contacted FBI Headquarters 

(FBI HQ) , ITOS-II, IHSU, and NSLB, CTLU -II, to report the 
situation. Upon d irection from FBIHQ, | I sequestered the / 1 , 

cellular data with | ' Chief Division Counsel, documented the ^ ^ 

circumstances and submitted the sequestered data to NSLB for 
forw arding to OIPR and for reporting to the IOB. It is noted 

that appropriately coordinated and consulted with the Chief 

Division Counsel, NSLB and IHSU during this process. 

(U) . , 

The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection state 
that electronic surveillance may be conducted in conformity with 
the procedures contained in the Foreign Intelligence Surveillance 
Act (FISA), Title III of the Omnibus Crime Control Act [as 
amended by the Electronic Communications Privacy Act] or 


EC^ET/ /NOFORN 


, ORCON 


3 
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To: 
Re : 


SEC^EJT/ /NOFORN, ORCON 


b2 

b7E 


✓ | From: General 

() 2 7 8- HQ-C122 9 73 6 -VIO ; 


Counsel 

03/17/2006 


Executive Order 12333 Section 2 . 5 . 1 Under the pertinent FISA 
definition, the term electronic surveillance means "the 
acquisition by an electronic, mechanical, or other surveillance 
device of the contents of any wire or radio communication to or 
from a person in the United States, without the consent of any 
party thereto, if such acquisition occurs in the United States.” 7 
In this instance, the FBI properly obtained and initiated 
electronic surveillance on this cellular telephone under the FISA 
statute and Executive Order 12333. 



The Attorney General 1 s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NS1G) , October 31, 2003, 
Section V. 

7 50 U.S.C. Section 1801(f) (2). 

■$ 

Attorney General's Standard Minimization Procedures for Electronic 
Surveillance of a United States Person Agent of a Foreign Power, Section 3(b), 
adopted by the FISC on September 19, 1997. 

S^S^ET/ /NOFORN, ORCON 

4 
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tr tr 




SECRET/ /NOFORN, ORCON 


b2 

b7E 


To: 
Re : 


tU) 



From: General 

HQ-C122 973 6 -VIO; 


Counsel 

03/17/2006 


'4^ Consistent with the reporting requirements of 
Section 2.4 of E.O. 12863, OGC will prepare the correspondence 
required to report this matter to the IOB. That correspondence 
will also advise the IOB that this matter will be referred to the 
FBI's InsDection Division. 



T//NOFORN, ORCON 


5 
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SECRET/ /NOFORN, ORCON 


To: | | From: General Counsel 

Re- Yscf 27 8 - HQ - Cl 2 2 9736-VIO; 03/17/2006 

<U) 


LEAD (s) 


Set Lead 1: (INFO) 


I 

(L 1 ) Read and clear. 

Set Lead 2: (INFO) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
' U ) Read and clear. 

Set Lead 3: (ACT) 

INSPECTION 

AT IIS. WASHINGTON. DC 
(U) For action deemed appropriate. 


b2 

b7E 


b2 

b7E 


Ms. Thomas 


b6 

h7C 


♦♦ 


Sl^RET/ /NOFORN, ORCON 
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BY COURIER 


Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 

New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligenc e Ove rsight Board (IOB) Matter, 
Seattle Division, IOB Matter 2 0 0 6— | | " { U ) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure 


1 

1 

1 

1 


- Mr. Hulon 

- 278-HQ-C12297 3 6-VIO 

~ T n i on division 


- 1318 
(IOB 2006 


UNCLASSIFIED WHEN DETACHED 
FROM CLASSIFIED ENCLOSURE 


b6 

b7C 
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Mr. Stephen Friedman 


Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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ALT, 'TWFnPWATTOH CCHTAIHED 
HEREIH'T'3 UNCLASSIFIED EXCEPT 
WHERE SHOE® OTHERWISE 

SECRET 


BATE ; 05-30r2007 

CLASSIFIED SY 6S173 dmh/ksr/ffci 

REA3.0S: 1.4 (cl 

DECLASSIFY OK: 05-30-2032 


INTELLIGENCELUSZEBSlfiHT BOARD (IOB) 
I b lVIS ION 

IOB MATTER 2006- ] ~| r J) 


MATTER 


b2 

b7E 


.(S). 


bl 

b2 

b'7E 

b6 

b7C 


| The Attorney General's Guidelines for FBI National 

Security Investigations and Foreign Intelligence Collection state 
that electronic surveillance may be conducted in conformity with 
the procedures contained in the Foreign Intelligence Surveillance 
Act (FISA), Title III of the Omnibus Crime Control Act [as 
amended by the Electronic Communications Privacy Act] or 
Executive Order 12333 Section 2.5. The electronic surveillance 
was therefore not conducted in conformity with any of those laws. 
The collection has been sequestered in T land will 
ultimately sent to OIPR for sequestrati 
been reported to the FBI's 
appropriate. ((j) 


oe 


(iSTn The matter also has 
inspection Division for action deemed 


b2 

b7E 



SECRET 
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(Rev. 01-31 -2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 06/05/2006 

To: General Counsel Attn: NSLB 


From: 


Inspection 

Internal 

Contact : 


Inv estigations Section, 
UC I 


IPU, 
Ext . 


Room 11865 
9284 


Approved By: 
Drafted By: 


kas 


Alt INFORMATION CONTAINED b6 

HEREIN IS UNCLASSIFIED b7 C 

DATE 05-30-200? BY 63179 ckuh/fest/gei 


Case ID #: 


(U) 278-HQ-C1229736-VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 2217 ^ 

OGC/IOB# 2006- 1 \ br 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 

Reference: (U) 278 -HQ-C122 973 6 - VIO Serial 1145 

2 78 -HQ- Cl 2 2 9736-VIO Serial 1317 

Details: (U) The Internal Investigations Section (IIS) received 

an EC from Division dated 01/25/2006, reporting a possible 

IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 


♦♦ 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence 
To: 


ROUTINE 


Date: 06/05/2006 

Attn: SAC (Personal Attention) 


From: Inspection 

Internal TmrpciHnaHnng -i on IPU, Room 11 3 6 6 

Contact: CRS | I Ext. 

Approved By: 

Drafted By: 


DECLASSIFIED BY 65179 dab/kSE/gci 
ON 05-30-2007 


b2 

b"/E 

b6 

b7C 


as 


V Case ID # : 


Title : 


(U) 


(U) 2 6 3 - HQ - 0 - U Serial 465 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2217 
OGC/IOB# 2 00 6 -| 


b2 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


(U) X 

Enclosure (s) : (U) 278 -HQ-C122 973 6 -VIO Serial 1145 


Decla^lTyOnT 2H34IL6.05 


Reference: (U) 278 -HQ-C1229736 -VIO Serial 1145 

2 78 -HQ-C122 973 6 -VIO Serial 1317 


Details : 

a potentia 
of willful 
deliberate 


Division’s captioned 
IIS did not find the matter 


(U) Upon review of[ 

1 IOB violation, 
misconduct. IIS only addresses allegations 
and/or aggravated misconduct is evident. 


report of 
indicative 
where 


b2 

b7 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦ ♦ 



NSL VIO-693 
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l.S, Deparfme. 

Olfiee of she Inspector Genera! 


DATE: 


TO: 


ALL FBI IKFOBMATIOH COUTAIBEb 

November 20, 2006 HEREIH IS UKCLASSIFIEI- 

DATE 05-3O-2GG7 BY 55179 clah/kst/gci 

Kenneth VV. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: OIG Complaint No. 2007001002 

Subject: Unidentified ! 

FBI No. 263-0-U-465 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency’s policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 


NSL VIO-694 
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AH FBI INFORMATICS CONTAINED 
HERE IS IS UNCLASSIFIED 
DATE 06- 12-2007 BY 65179 dah/ksr/ercl 


OIC - INVESTIGATIONS DIVISION 

Complaint Form 

OI G NO. :| 1689-2007-001002 -M 

Jo7 

Received By:| | 

,^ r Date Received: 

05/23/2006 How Received: A 



SUBJECT: Unidentified, FBI 
Title: UN ID 
Component : t'Bi 
Mi sc : 

Home : 

Phene : 

Work : 

Phone : 


H7n 

XU 1 

Pay Plan: 
ECD Date: 


ZIP: 
ZT P : 


SSNQ 

D.O.3. 
Alien No. 
F. B . I . No . 
B . 0 . P . No . 
C/L No. 
Offenses 


689 


COMPLAINANT 
Title: ATTY 


Pay Plan: 


Component : FBI 


EOD Date: 


M i s c : 
Home : 
Fhone 
Work : 
Phone 




{) - ZIP: 



: I I ZIP: 

dentjal: Revealed: 


SSNO : 

D . 0 . B . : 

Alien No. : 

F.B.l. No.: b2 

3 . 0 . P . No . : b 6 

D/L No - : b7C 

Authority: none 


Data i Is : 


The FBI provided information reporting a 
out to bo a wrong phone number for their 
unauthorized intercepted communications. 


possible I OB matter. The FBI provided what 
target to an internet provider and received 
(dz) 


turned 


ALLEGATIONS: 689 

Occur rence Dal e : 

cm 


I OB Violation 


TIME: 

State: 


Zip : 


b2 

b7E 


DISPOSITION DATA: Disposition: M 

Referred to Agency: FBT Date 

Patriot Act: N Civil Rights: N 

Sensitive: N Whistleblower: m 


Date: 11/17/2.006 Approval: 

Sent: 11/17/2006 Component: 

Component Number: 
Consolidated Case Number: 


POWELL, GLENN G 

fftt- 
■Ji 1 

FBI 

2 63-0-U- 4 65 


Remarks : 

Case referral to Kaiser/FBI , INSD {dz) 


# 1073946 
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10:11 


51 


Paqe 1 


or 1 


Printed 11/20/2006 







